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Introduction to Network/Networking/Inter-Networking 

Application of Network 

Component of Network 

Types of Network 

OSI Model and TCP/IP Suite 

Introduction to IP Address 

Subnetting the networks, CIDR, VLSM 

Describe the supernetting concepts

Explain the role and function of network components 
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Describe characteristics of network topology architectures 

Compare physical interface and cabling types 

Identify interface and cable issues

Compare TCP and UDP 

 

Verify IP parameters for Client OS (Windows, Mac OS, Linux) 

Describe wireless principles 
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Describe Switching Concepts 

Describe the need and basic operation of Spanning Tree Protocol (CST, Rapid PVST+) 

Wireless Architectures 
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Describe the component of Routing Table 

Understanding the router forwarding decision 
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4. IP Services 

Explain the role of DHCP and DNS within the network 

Explain the function of SNMP in network operations 

Describe the use of syslog features including facilities and levels 

Describe the capabilities and function of TFTP/FTP in the network 

5. Security Fundamentals 

5.1 Define key security concepts (threats, vulnerabilities, exploits, and mitigation techniques)

5.2 Describe security program elements (user awareness, training, and physical access control)

5.3 Configure device access control using local passwords

5.4 Describe security password policies elements, such as management, complexity, and   
       password alternatives (multifactor authentication, certificates, and biometrics)

5.5. Describe remote access and site-to-site VPNs

5.6 Configure and verify access control lists

5.7 Configure Layer 2 security features (DHCP snooping, dynamic ARP inspection, and port         
       security)

5.8 Differentiate authentication, authorization, and accounting concepts

5.9 Describe wireless security protocols (WPA, WPA2, and WPA3)

5.10 Configure WLAN using WPA2 PSK using the GUI
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6. Automation and Programmability
Concept of automation and its impact on network management

Compare traditional networks with controller-based networking

-Separation of control plane and data plane

-North-bound and South-bound APIs

Comparison of device management with traditional campus device management with Cisco 
DNA center enable device

Describe characteristics of REST-based API

Ansible

Interpret JSON encoded data
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